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NHI STAT #1 — Secrets Sprawl|

New secrets detected on GitHub (millions)

A staggering 12.8 million occurrences of
secrets were detected on GitHub.com in
2023

* 28% increase from 2022

Source - "The State of Secrets Sprawl 2024"
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NHI STAT #2 — NHI Breaches

66% of enterprises enduring a successful
cyberattack from compromised NHIs

» 25% of enterprises encountering multiple
attacks
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Source - "Managing Non-Human Identities for an reac es
Effective Cybersecurity Program”
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Do you knowv howv to fully address NH

_ ; ; Non-Human/Machine/ Mgt
NHI STAT #3 — Addressing NHI Risks Workload Identity RiSks?

68% of respondents said they don't know 435%
how to fully address Non-Human Identity

. 32%
risks

25%

Source "Non-Human Identity Management Group"
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NHI STAT #4 — Mismanaged NHIs of NHIs have

o excessive
. L privileges
97% of NHIs have excessive privileges, o increasing
increasing unauthorised access and nauthosised

broadening the attack surface access

This excessive access increases the
attack surface and poses significant
Source - "The 2025 State of Non-Human Identities security risks if these identities
and Secrets in Cybersecurity" are compromised.
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