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Rightsize Your Permissions for Human Users + NHI

A FREE analysis of your cloud environment with actionable insights to implement

least privilege and right-size roles based on permissions usage and risk

+  Full discovery and inventory human users and NHI

« Quantified risk scores reflecting identity posture, behavior, and privileges
«  Prioritized findings and detailed remediation steps

- Fine-grained visibility into roles and permissions

- Fastand Easy to Run, with no impact on your environment

Why Conduct a Permissions Rightsizing Exercise?

A comprehensive |IAM risk assessment and role right-sizing exercise will identify security,
compliance, and overprivilege issues across human and non-human identities in your cloud
environment.

It will help you understand your risk and attack surface and provide actionable recommendations to
reduce your blast radius and secure your environment.

This is critical step in your journey to zero-trust for human and non-human identities.

With this actionable data, you can investigate identity security issues and discrepancies, prioritize
remediations, improve your identity security posture, and communicate risk to the C-suite.

Strategic Benefits: value-driven security transformation initiative
« Immediate risk identification
« Precise permission rightsizing
« Actionable remediation roadmap

« Continuous security improvement

Simple Set Up

« ldentify the cloud you want to use for your rightsizing exercise.

- After a few minutes of setup, the solution will connect to your environment through API.



«  Within hours, we will identify all human and non-human identities’ security, compliance, and

overprivilege issues.

- If available to you, connecting your IdP will result in richer insights.

*Note: Limited to one cloud environment, 100 identities, and 100 roles.

Actionable Findings and Recommendations

Human Users

Category
Stale Identities

Example Finding

Users who have left the organiza-
tion but still have access to cloud
resources

Recommendation

Delete stale identities

Overdue Key Rotation

Keys unrotated for over 6 months

Rotate keys with regular frequency

Inactive Access Keys

Keys inactive for 1year or never
used

Delete inactive and never-used access
keys

Inactive |AM Users

Local accounts not used for over 1
year

Enforce SSO access and remove
unused local accounts except in break-
glass case

Shadow Admin Privileges

Users who inherit admin privileges
through local accounts and/or
lateral movement

Reduce the number of Admin users;
enforce SSO access with step-up MFA,
remove standing access, and move to
JIT access

MFA Issues Inconsistent MFA use across SSO Enforce consistent MFA use
access and local account access
NHI
Category Example Finding Recommendation
AWS Console Access NHIs flagged with console access Remove console access for NHIs

and high blast risk

Overdue Key Rotation

Keys unrotated for over 6 months

Rotate keys with regular frequency

Inactive Access Keys

Keys inactive for 1year or never
used

Delete inactive and never-used access
keys

Inactive NHI

NHiIs are inactive

Deactivate inactive NHls; prioritize
those with high blast risk

NHI with Admin Privileges

NHIs with admin access, including
those with unrotated keys

Remove IAM and data deletion
permissions from NHI

External NHIs with Privi-
leged Access

NHIs with root trust or roles with
the ability to escalate privileges

Evaluate if these roles are necessary;
reduce the list of permissions to
prevent privilege escalation

Lateral Movement

NHIs with lateral movement from
test to production environment

Right-size the privileges to eliminate
lateral movement to higher criticality
environments




Roles and Permissions

Category

Example Finding

Recommendation

Unused Roles

IAM Roles unused for 1 year

Delete roles

Over-privileged Roles

permissions

IAM Roles with unused

Right-size the roles based
on actual permissions usage
information

Human and Non-Human Identity Discovery and Risk Analysis

28 Human Identities

1160

762 Human Identities

Identities by Risk

@ High
Medium
Low

With Operational Insights

Access Key Inactive 30-90 Days
Access Key Inactive 90-180 Days
Access Key Inactive 180-385 Days
Account Admin
Deactivated User With Policy
Inactive

@ Local ldentity

@ super Admin

By Status

Enabled
Stale

Suspended

By HR Type
® Cantingent Worker
@ Employee

748

708

Behavioral
Risk

Posture

Risk Risk

Humans with High Risk Factors

Po Posture Risk

Key Hygiene TBB
No MFA 210
Password Hygiene 0
Stale s@
Be Behavioral Risk
Anomalous app activities 4]
Anomalous cloud activities 0
Anomalous login activities 0
Impossible or unusual travel 0
Pr Privilege Risk
High Blast Risk s67@
66 Keys Summary
Rotation past due 66
Identities by Keys Count
Single Access Key 3
@ Multiple Access Keys 15

Privilege

{g&} Non-Human Identities

908

905 Non-Human Identities

Identities by Risk

@ High 515
Medium 345
Low 45

With Operational Insights

® Admin Privileges. 47

® EKS Cluster Without Constraint 18
Inactive 843

@ Multiple Bindings For EKS Gluster 3
Multiple NH Identities Share Same AW... 264

By Non-Human Identity Type
EKS Service Account 50
External 54

@ 1AM User 270

® Service Linked Role 116

@ Service Role 405

By AWS External Service
@ 1AM Role 49
» 1AM Raot 1
@ 0IDC Provider 2
@ SAML Provider 2
By AWS Service Role

@ lambda 283

& ec2 118

@ cloudtrail 16

® organizations 16

850

Behavioral
Risk:

Posture

Risk

Privilege

Risk

Non-Humans with High Risk

Factors

Po Posture Risk
Console Access

Invalid Owner

Key Hygiene

Orphan (no human owner)
Password Hygiene

Be Behavioral Risk

Accessed from outside

Anomalous cloud activities

Shared Across Apps
\Pr| Privilege Risk

High Blast Risk

353 Keys Summary

Rotation past due

IUCHULES Wy ey s Cuuin

Single Access Key
@ Multiple Access Keys

3@

238 @

51508

353

124
15




Role Right-Sizing Recommendation and Remediation

Summary Role Details (JSON) Access Level Details Trusts
Role Blast Risk LK)
Role Type IAM Role
Role Insights
@ Role recommepd_atlon . . Export recommended policy
Remove unused permissions from this policy
Recommended Role Blast Risk Recommended Role Permissions Count

4 14 oo

Permissions by Risk Permissions by Usage
® High Risk 2059 ® Used 14
© Low Risk 4126 Not Used 6171

Permissions By Access Levels

Categories of Permissions Risk Usage Total
Permissions Management — 6
\ Delete — 97
°
I Write Data — 342
M Create — . 97
61 85 [ Read Data —— 1628
M Read Metadata —— 1609
M Delete Tag — 4
Il Write Tag — 4
W List — 2397

[l Unspecified

Lateral Movement with Privilege Escalation Detection
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